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Abstract: This paper presents a big data-driven security framework for
protecting cloud-based healthcare data using ma- chine learning-based
intrusion detection. With the rapid adoption of cloud computing in healthcare,
large volumes of sensitive pa- tient data are stored and processed in
distributed environments, increasing the risk of cyber threats and
unauthorized access. To address this challenge, the proposed system
integrates big data analytics with machine learning techniques to detect and
classify network intrusions in real time. The NSL-KDD benchmark dataset is
used for model training and evaluation. Three machine learning algorithms—
Random Forest, Support Vector Machine, and Logistic Regression—are
implemented and compared using accuracy, precision, and recall metrics.
Experimental results show that the Random Forest model achieved superior
performance with detection accuracy exceeding 99 percent across multiple
attack categories, including DoS, Probe, R2L, and U2R attacks. The proposed
framework enhances the security, scalability, and reliability of cloud-based
healthcare systems. This study demon- strates the effectiveness of combining
big data analytics and machine learning for intelligent and proactive
cybersecurity in healthcare cloud environments.
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I. INTRODUCTION

Healthcare systems increasingly rely on cloud computing for storing and
managing large volumes of medical data. Cloud platforms provide scalability,
flexibility, and cost efficiency; however, they also introduce serious security and
privacy chal- lenges. Unauthorized access, data breaches, and cyberattacks pose
significant risks to sensitive patient information. Tradi- tional security
mechanisms are often insufficient for detecting evolving cyber threats in large-
scale cloud environments. The integration of big data analytics and machine
learning enables intelligent monitoring and real-time threat detection. Machine
learning-based Intrusion Detection Systems (IDS) can analyze large network traffic
data and identify abnormal patterns Identify applicable funding agency here. If
none, delete this effectively. This paper proposes a big data-driven machine
learning framework for securing healthcare data stored in cloud environments.
Main Contributions: ¢ Development of a big data-enabled cloud security
framework for healthcare

. Comparative analysis of RF, SVM, and LR for intrusion detection ¢
Evaluation using NSL-KDD dataset across multiple attack types ¢ Identification of
the most effective model for healthcare cloud security

II. LITERATURE REVIEW

As we are in an era of technologies like cloud environment and data
analytics, where we are profiting a lot, at the same time we are facing some issues
in data protection. We have few old methods for attack identification but they have
their own drawback. To resolve these drawbacks we have started taking help of
Machine Learning. Machine Learning started identifying attacks by using already
know information/data. In that Random Forest has become more powerful for
large data, gradient Boosting for positive rate, SVM for feature scope, Logistics
regression for calculations made attack identification easy. In healthcare domain,
data protection is highly essential, then Machine Learning was a hope. Deep
learning approaches, including Artificial Neural Networks (ANN), Convolutional
Neural Networks (CNN), and Recurrent Neural Networks (RNN) needs high
processing, and by using Principal Compo- nent Analysis (PCA) and correlation-
based methods reduced high processing. But all these evolution were not domain
specific such as health care. To answer this, we are proposing approach where we
improve handling large data , protection of data and stability of health care data
in cloud environment.

III. EXISTING SYSTEM

Current healthcare data handling system mainly depends on cloud
computing which have many rewards like handling large data, reasonable cost,
retrieving distantly, loading electronic health record (EHR), concurrent patient
observation. However, this system uses old methods for attack identification
which has many drawbacks, also preserving and keeping database up- to date
needs in-person work. Due to extensive network large data and data processing
results in slow attack identification and also give negative results. Also current
system has less coordination between data processing and data protection , so the
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act of ML may be less effective while handling large data, protection of data, and
stability of healthcare data in cloud environment

IV. PROPOSED SYSTEM

In order to overcome the shortcomings of current cloud- based healthcare
security solutions, this study suggests a big data-driven machine learning
framework for safe health- care data management in cloud environments and
intelligent intrusion detection. By combining big data analytics with cutting-edge
machine learning algorithms, the suggested sys- tem seeks to deliver scalable,
accurate, and real-time cyber threat detection. There are four main layers in the
suggested framework: 1. Layer of Data Acquisition 2. Layer of Big Data Processing
3. Detection Layer for Machine Learning 4. Layer of security Response and
Monitoring The system is made to examine massive network traffic and spot
malicious activity that compromises cloud infrastructure for healthcare. The NSL-
KDD benchmark dataset serves as a sample dataset for network traffic analysis in
this project. Four main assault categories and typical behavior are represented by
the dataset’s forty-one input attributes and one class label. DoS (Denial of Service)
Probe attacks R2L (Remote-to-Local) U2R, or user- to-root. The dataset is
frequently used to assess intrusion de- tection methods and replicates actual
network traffic patterns. Preprocessing is essential to enhancing model
performance since cloud settings produce massive amounts of diverse data. The
big data preprocessing procedures listed below are carried out: Missing or
inconsistent values are eliminated, data is normalized and standardized,
categorical properties are converted using one-hot encoding, features are
transformed for better model learning, and datasets are balanced to lessen bias.
These actions match the system with big data analyt- ics principles by enhancing
data quality and facilitating the effective management of large-scale datasets. The
machine learning detection module, which uses several algorithms to categorize
network activity as benign or malevolent, is the main part of the suggested system.
He models listed below are used and contrasted. Random Forest is an approach to
ensemble learning properly manages high dimensional data resilient to over fitting
and noise. SVM, or support vector machine is the second approach which is high
dimensional categorization that works and captures nonlinear patterns using
kernel functions. LR, or Logistic Regression computationally effective offers
excellent interpretability ideal for locations with a lot of data to find the best
algorithm for cloud security in healthcare, a comparison analysis is conducted.
Standard classification measures are used to assess the model’s performance:
Precision Accuracy and Sensitivity. These metrics offer a thorough assessment of
the system’s capacity to minimize false alarms and accurately identify intrusions.
The solution sends security administrators real-time notifications as soon as an
intrusion is discovered. The suggested framework backs: Early identification of
threats, ongoing observation of cloud network operations, Determining the nature
and intensity of the attack, Assistance with proactive security administration. This
makes it possible for healthcare institutions to react promptly and stop possible
data breaches. Large-scale real- time healthcare cloud settings are supported by
the suggested framework, even if the current implementation leverages NSL- KDD
for experimental assessment. Big data platforms like Spark for distributed data
processing or Apache Hadoop can be used to expand the system. Systems for
cloud storage that enable scalable data management, analysis of real-time stream-
ing for ongoing observation. Because of this, the suggested approach is scalable
and appropriate for big data applications in healthcare in the future. This project’s
principal contribu- tions consist of: Creating an intrusion detection framework for
healthcare cloud systems that is supported by big data, integrating several
machine learning models for comparison analysis, and detecting various attack
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types (DoS, Probe, R2L, and U2R), Finding the best model for extensive security
monitoring and a scalable architecture appropriate for actual healthcare cloud
settings

The performance comparison table presents the evaluation of three
machine learning algorithms—Random Forest, Sup- port Vector Machine (SVM),
and Logistic Regression—used for intrusion detection in the proposed system. The
models are assessed using three key metrics: accuracy, precision, and recall.

Accuracy represents the overall correctness of the model in classifying both
normal and malicious network traffic. Preci- sion indicates the proportion of
correctly identified intrusion instances among all detected intrusions, while recall
measures the model’s ability to correctly identify actual attack instances. From
the results, it is observed that the Random Forest al- gorithm achieves the highest
performance across all evaluation metrics, with an accuracy of 99.2

The SVM model also performs well, achieving an accuracy of 97.8

Overall, the results indicate that Random Forest is the most suitable model
for intrusion detection in cloud-based health- care environments due to its high
accuracy and reliability.

TABLE I
PERFORMANCE COMPARISON OF MACHINE LEARNING MODELS
Algorithm Accuracy (%) Precision (%) Recall (%)
Random Forest 99.2 989 99.1
SVM 97.8 97.5 97.6
Logistic Regression 95.6 95.2 954

The proposed system follows a layered architecture for detecting intrusions
in cloud-based healthcare environments using big data analytics and machine
learning techniques.

Data Acquisition

I

Big Data Processing

U

Security Response & Monitoring

Fig. 1. Proposed Big Data-Driven Intrusion Detection Framework for
Health- care Cloud

The framework consists of four major layers: Data Acquisition, Big Data
Processing, Machine Learning Detection, and Security Response and Monitoring.

Data Acquisition Layer
This layer is responsible for collecting network traffic and healthcare-

related data from cloud environments. In this work, the NSL-KDD dataset is used
as the primary data source. The collected data includes both normal and
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malicious traffic patterns such as DoS, Probe, R2L, and U2R attacks. Big Data
Processing Layer

In this layer, the collected data is preprocessed and trans- formed to make
it suitable for machine learning models. The preprocessing steps include data
cleaning, normalization, handling missing values, and encoding categorical
features. This layer ensures efficient handling of large-scale data and improves the
overall quality of input data.

Machine Learning Detection Layer

This is the core layer of the system where intrusion detection is performed.
Multiple machine learning algorithms—Random Forest (RF), Support Vector
Machine (SVM), and Logistic Regression (LR)—are applied to classify network
traffic as normal or malicious. A comparative analysis is carried out to determine
the most effective model, with Random Forest showing superior performance.

Security Response and Monitoring Layer

This layer is responsible for generating alerts and monitor- ing system
activity in real time. When an intrusion is detected, the system triggers alerts for
administrators and identifies the type of attack. This enables quick response and
helps prevent data breaches in healthcare cloud systems. “Temperature /K”.
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